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ABSTRACT
The recent rise in the adoption of Social Web platforms such
as MySpace, Facebook and Twitter has provided Web users
with rich functionality and feature sets to interact with their
peers and construct an online presence. The digital identity
which Web users build on the Social Web is being increas-
ingly reused by third party services (product recommen-
dation services, authentication mechanisms, identity man-
agement services). The reliance on such digital identity in-
formation requires accurate and credible information. This
paper presents a detailed user study of the digital identity
representations which are constructed on the Social Web.
The study explores the extent to which such representations
mirror their real-world equivalent and therefore assesses the
credibility of such information.

Categories and Subject Descriptors
H.1.1 [MODELS AND PRINCIPLES]: Systems and In-
formation Theory; J.4 [SOCIAL AND BEHAVIORAL
SCIENCES]: Sociology

General Terms
Measurement

Keywords
Digital Identity, Information Credibility, Social Web

1. INTRODUCTION
Since its creation the World Wide Web has been chang-

ing. It has now evolved from a Web of anonymity - where
Web users, unless technologically-savvy, are devoid of pres-
ence - into a Web of accountability and visibility. Web users
are now able to interact online with Web platforms such as
the BBC’s news service, write and publish their thoughts
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on blogging platforms such as Live Journal, publish videos
of their activities on Youtube1, share photos on Flickr2 and
interact with their friends on MySpace3. A consistent fea-
ture of such platforms and services is their provision of rich
functionality and feature sets which allows users to control
their persona by handcrafting their own profile as they wish
to appear to others. This bespoke persona forms the digital
identity of the user within the given context or environment.

Digital identity information found on Social Web plat-
forms is being increasingly used by third parties - under
the allowance of the profile owner. For instance Web appli-
cations such as Dopplr4 utilise profile information - specifi-
cally social network information - from Social Web platforms
to alert Web users of trips being planned by their friends.
Social search, such as Google’s social search5, uses digital
identity information of Web users, predominantly their so-
cial network, to affect search listings. Digital identity in-
formation from the Social Web is now used to aid identity
management [17] by supporting the automatic detection of
Web pages citing a given person. It is also common for lat-
eral surveillance to be performed using profiles from Social
Web platforms to gather an insight into the identity of a
given individual through the online persona they maintain.
This is practiced by companies vetting prospective employ-
ees and socialites who have met someone and wish to look
them up online [1].

The digital identity which users construct is beneficial to
third parties and an ever increasing number of services and
people are beginning to rely on such information. However
this begs the question: is the digital identity which a user
constructs on a Social Web platform representative of their
real-world identity?. In answering this question one must
consider the credibility of digital identity information found
on the Social Web. Given that Web users are responsible for
their own Web appearance and are able to shape their online
persona and how they are viewed by others, an investigation
is required which assesses the extent to which the Web users’
digital identities mirrors their real-world identities.

Our contribution within this paper is a detailed user study
of the credibility of digital identity information found on

1http://www.youtube.com
2http://www.flickr.com
3http://www.myspace.com
4http://www.dopplr.com
5http://googleblog.blogspot.com/2009/10/introducing-
google-social-search-i.html
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the Social Web. To motivate our work we investigate the
following hypothesis:

Social Web users construct digital identity representations
which mirror their real-world identities.

The presented study compares the social networks which
users of Facebook6 maintain offline with their digital equiv-
alent. We use adapted information retrieval measures to
measure the coverage and relevance of the digital social net-
work with respect to its real-world equivalent. Our results
empirically demonstrate a significant overlap between the
two networks and therefore indicates that to a large extent
the digital identities which Web users construct through the
feature sets of Social Web platforms mirror real-world iden-
tity.

We have structured the paper as follows: section 2 dis-
cusses the notion of digital identity and how Web users are
motivated to shape their identity on Social Web platforms.
Section 3 discusses related work which investigates the com-
parison of digital and real-world identity information, plac-
ing particular emphasis on work performed within the so-
ciology community. Section 4 presents our user study in
which we explain the experimental setup, the participants
used, the measures used to quantify the comparison of dig-
ital and real-world identity information and a discussion of
the findings from the study. Section 5 concludes the paper
with the lessons learnt from this work with respect to the
credibility of digital identity information found on the Social
Web.

2. DIGITAL IDENTITY
The established dictionary definition of identity is ”the fact

of being who or what a person or thing is” and ”the charac-
teristics determining this”7. This definition indicates that
the identity of a person is comprised of a set of attributes or
properties which make the person unique. Digital identity
follows this same notion, however within the context of the
Social Web the identity of users is bespoke and can be al-
tered by the individual which it describes. Such alterations
are possible through functionalities and feature sets on So-
cial Web platforms such as profile pages. On such pages
users are able to create an identity profile consisting of their
biographical information (name, picture, date of birth, loca-
tion) and build a social network by adding friends.

Profile pages have altered the visibility of many Web users
from being anonymous into an accountable presence. Work
in [10] described a next generation Internet involving Web
users not merely as entities utilising services, but as citizens
who are given civil rights, a digital profile, and aid with es-
tablishing trust between other Web citizens through vouch-
ing. One can see how the social nature of the Web of today
has fulfilled some of these requirements: by giving regular
Web users a visible online presence and trusting those users
to create content Web users are no longer consumers but are
now citizens. This increased visibility of Web users has pro-
duced the need for users to control how they are perceived
online.

Information relating to digital identity can be divided
into three tiers as described in [21] and shown in Figure
1. The first tier is called My Identity, which contains per-
sistent identity information such as a person’s name, date

6http://www.facebook.com
7http://www.askoxford.com/concise oed/identity

Figure 1: The tiers of Digital Identity

of birth and genealogical relations, essentially information
that is constant and is unlikely to change. The second tier
is called Shared Identity, which contains attributes assigned
to an individual by other people such as the social network
of a person. Shared Identity contains information which is
susceptible to change as a person makes friends with differ-
ent people and loses contact with others. The third tier is
called Abstracted Identity and contains identity information
derived from groupings and demographics. For example,
identifying a person by a community of practice which they
are involved in. Identity information within this tier is very
likely to alter as a person’s interests evolve over time. As
Figure 1 demonstrates as the tiers move up the information
describing the digital identity of an individual becomes in-
creasingly detailed and therefore deterministic (in the sense
of uniquely identifying the person).

Recent work discussing the motivational aspects for build-
ing a digital identity [16] states that self-promotion plays a
key role by allowing users to create a profile which represents
their real-world self as they wish to be perceived. Studying
the behavioural characteristics of Social Web users, work
by [12] found that users would use Social Web platforms to
search for existing people they know and interact with those
individuals rather than making new friends. According to
[5] the social networks which users construct on Social Web
platforms consist of both strong-tied and weak-tied relation-
ships. The former are relationships which are driven by
frequent interactions (i.e. close family and friends) whereas
the latter are the opposite: infrequent interactions and are
often relationships with acquaintances.

The exposure of social network information by Web users,
according to [5], allows third parties to validate the iden-
tity of an individual: in essence identifying a person by the
company they keep. Such intuition is also used extensively
within the field of identity disambiguation - the practice of
discovering Web pages which refer to a given person, the
process of which is compounded by the ambiguity of per-
son names. For instance work by [9, 11, 13] employ the
intuition that a person will co-occur in a Web page with
those people he/she knows. Such approaches indicate that
the comparison of identity representations can be performed
through the analysis of social network information - given
that such information belongs to the shared identity tier of
digital identity information.

3. RELATED WORK
Several pieces of work have assessed the relation between

digital and real-world identities. For instance work by [2]
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details a user study in which a comparison of online and
offline social networks are made to derive similarities and
differences in relationship qualities. The results from the
study show that offline social networks are largely strong-
tied and consist of frequent interactions, whereas online re-
lationships require less involvement and the majority are
weak-tied: similar to findings in [5]. A user study described
in [3] explores the use of Social Web platforms by adoles-
cents, particularly with respect to building an online iden-
tity. The findings from the study indicate that the partici-
pants used Social Web platforms to maintain existing rela-
tionships and that users built digital personas to reflect their
real-world identities. An extensive user survey is presented
in [15] which analyses the usage of Social Web platforms in
relation to social networking. Of the participants queried
69% used such Social Web platforms to talk to friends and
family that they are close to offline, 65% talk to friends and
family that they rarely speak to offline and 17% used Social
Web platforms to talk to people they do not know offline.

Although the above work is useful by providing an insight
into the dynamics of digital identity, and in particular the
social networks which users maintain, on the Social Web it
does not explicitly quantify the similarity between digital
and real-world identity information. Work by [19] moves to-
wards this area goal by performing social network analysis
over a college social network gathered from Facebook. Anal-
yses made over this data show correlations between online
social networks and real-world social networks - i.e. com-
munities of practice within the college environment reflect
online social networks and cliques. However the findings
are not deterministic such that there is no definitive proof
that the online social networks are indeed valid, this be-
ing especially pertinent given the propensity of online social
networks to be largely composed of weak-tied relationships
[5].

Online and offline social networks are compared in [18]
through a detailed user study. Participants of the study
listed their top ten face-to-face friends - therefore resembling
their real-world social network - and their top 10 friends
on instant messaging programs and Social Web platforms
- thereby giving their digital social network. The authors
then compared the overlap between these two networks. The
results from the study found that 49% of participants’ real-
world social network was also present online and that 22%
of the participants (16 people) had a online social network
which contained all their listed real-world relationships.

4. COMPARING DIGITAL AND REAL-
WORLD IDENTITIES VIA
SOCIAL NETWORK SIMILARITY

The declarative qualities of social network information
form an important and defining aspect of the digital identity
which users construct on Social Web platforms. The use of
such information in the context of identity disambiguation
and the user studies described within the previous section
suggest that digital identity and real-world identity infor-
mation can be compared using the similarity between so-
cial networks: online and offline. Such a comparison would
then quantify the extent to which digital identity informa-
tion is representative of real-world identity information and
furthermore, provide an important insight into the credibil-
ity of digital identity information on the Social Web.

To provide the analysis of real and digital identity infor-
mation a Social Web user study was conducted using the So-
cial Web platform Facebook. Facebook has now become the
most widely used Social Web platform in the UK - the coun-
try in which the user study was conducted - with 22 million
users8. The remainder of this section describes the exper-
iment used for the study in detail, explaining the selection
of participants, the experimental procedure, the empirical
measures used for quantitative analysis and the results.

4.1 Experimental Setup
The user study consisted of an experiment designed to

provide an insight into the repetition of offline social net-
works in an online environment. The behaviour of Social
Web users was also analysed to investigate which members
of their online social network participants interacted with
the most. Participants for the user study were gathered by
emailing all students and staff at the University of Sheffield
requesting their participation in the experiment. It was
specified that each participant must have an account with
the Social Web site Facebook. In total the user study con-
sisted of 50 participants - 25 male and 25 female - covering
a wide age range (18 - 45). The experiment was conducted
in November 2008 and was comprised of 3 separate steps as
follows:

4.1.1 Stage 1. Real-World Social Network Creation
The first step involved each participant describing his/her

social network in the real-world. They were given a Web
page form with 20 rows, one for each person in the par-
ticipant’s social network. Each row was completed with the
name of a person, their age and the type of relationship (fam-
ily, friend, colleague). More rows could be added should the
participant wish to add more than 20 people. The intention
of this step is for the participant to list his/her social network
containing the strongest and most important (strong-tied)
relationships [5], given that these will be the first that come
to mind.

4.1.2 Stage 2. Digital Social Network Extraction
The social network of each participant was extracted from

Facebook using the Social Circular Facebook application9,
specifically developed for the study. Image and conversa-
tion data was analysed for behavioural trends: images were
extracted that each participant featured in. For each partic-
ipant the images were analysed to find which other people
appeared within the images. In order to analyse the con-
versation data, all messages each participant shared were
extracted. In a similar manner to the image analysis, the
messages were analysed to find which people had sent and
received them.

4.1.3 Stage 3. Comparing the Real World and Digi-
tal Social Networks

The final stage of the procedure involved the compari-
son of the two social networks. Each participant compared
his/her real-world social network from stage 1 with the dig-
ital social network from stage 2. If a person appeared in
both the real-world and digital networks then the partici-
pant flagged that person. In comparing the networks, the

8http://www.clickymedia.co.uk/2009/10/uk-facebook-user-
statistics-october-2009/
9http://apps.facebook.com/socialcircular

37



overlap in people present in both networks is derived and
therefore gives a quantifiable measure of the replication of
offline social networks in an online environment.

4.2 Evaluation Measures
To measure the extent of the replication of real-world so-

cial networks in an online environment, the information re-
trieval metrics precision and recall as described by [20] were
used. Information retrieval metrics are designed for mea-
suring the accuracy of information discovery systems and
the classic definitions feature two sets of documents: A de-
notes the set of relevant documents and B denotes the set
of retrieved documents. Therefore precision and recall are
defined as follows:

precision =
|A ∩ B|
|B| (1)

recall =
|A ∩ B|
|A| (2)

Such information retrieval metrics are well suited to the
experimental setup used for this study. Imagine that the
set of relevant documents, A, actually refers to the set of
relevant people. When each participant defines his/her real-
world social network, this network characterises the most
relevant people to that person. [20] defines relevance as be-
ing assumed to have a broader meaning of ”aboutness” and
”appropriateness” which given the context of the study suits
the relevance of people to the participant. In a similar man-
ner, one can consider the set of retrieved documents, B, to
actually denote the set of retrieved people, which in the con-
text of the study is the digital social network. Based on these
adaptations of the document sets, the metrics are redefined
as relevance and coverage as follows:

4.2.1 Relevance
The definition of precision from [20] describes a measure

which returns ”...the proportion of retrieved information that
is relevant...”. Given that in this study relevant information
is the real-world social network and retrieved information
is the digital social network, precision can be redefined as
a measure of the relevance of a participant’s digital social
network as follows:

relevance =
|real ∩ digital|

|digital| (3)

This metric of relevance therefore measures the ratio of
strong-tied to weak-tied relationships within the digital so-
cial network, or rather, the proportion of the digital social
network that is denoted by strong-tied relationships and
therefore relevant. For instance, it is common for Social
Web users to maintain a social network containing many
weak-tied relationships [5]. As each study participant lists
his/her real-world social network it is likely that they will
list strong-tied relationships, given that these are the first
that come to mind. Using the above metric derives a mea-
sure of relevance of the digital social network with respect
to the real-world social network.

4.2.2 Coverage
The definition of recall from [20] defines a measure which

returns ”...the proportion of relevant material that is actually

retrieved...”. Given that relevant material is the real-world
social network and retrieved material is the digital social
network, recall is redefined as a measure of coverage as fol-
lows:

coverage =
|real ∩ digital|

|real| (4)

Coverage provides a measure of the extent of the replica-
tion of each participant’s real-world social network within
a virtual environment. The intersection is derived between
the set of people from the real-world social network and the
set of people from the digital social network. The size of this
intersection is then normalised by the size of the real-world
social network. The derived value returns a quantifiable
measure of the proportion of the real-world social network
that is now replicated online, and thus to what extent the
real-world social network is covered by the digital social net-
work.

4.3 Results

4.3.1 Relevance and Coverage
The results from the user study (presented in Figure 2)

show that, in general, the majority of each participant’s real-
world social network is replicated in an online environment.
Coverage provides a measurement of the extent of this repli-
cation, where the results show a range of coverage from 0.5
to 1 - where only 1 person out of the 50 participants achieved
1 - with an average coverage measure of 0.77. To place this
in context, on average 77% of a given Social Web user’s real-
world relationships are repeated in an online environment.
This figure indicates that digital identity constructed on a
Social Web platform is now, to a large extent, representative
of a Web user’s identity in the real world.

Such findings can be directly compared with those from
work by [18] which found that on average 49% of a Social
Web user’s offline social network was replicated online. The
difference between the two values could be attributed to the
environment in which the user study participants were in-
volved: in [18] the Urban University of Los Angeles was
used as the participant source whereas in the case of this
study the University of Sheffield, therefore the differences
in culture and attitude towards Social Web platforms may
have influenced the results. Another difference is the time-
liness of when the studies were conducted, the growth in
the number of Social Web platforms has lead to their estab-
lishment as a means of communication and a norm within
society. Therefore the recent results presented within this
paper suggest the tendency of users to utilise Social Web
platforms to mimic their real-world identities.

The results from the study also produced an average rele-
vance measure of 0.23. To contextual this result, on average
23% of a given Web user’s online social network consists of
important, strong-tied relationships and the remaining 77%
are weak-tied relationships. One can imagine that online so-
cial networks, although intrinsically social in nature, do not
contain a large number of important relationships. [7] ar-
gues that relationships found on Social Web sites form part
of much vaster social networks, and are mainly classed as
weak-ties; where the two people are acquainted and nothing
more.

As the results in Figure 2 demonstrate coverage tends to-
wards 0.9 as the online social network increases in size. Al-
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Figure 2: Relevance and Coverage measures from social network comparisons

though the adoption of Social Web platforms by Web users
has become a mainstream phenomena, there are still users
who resist following their friends and peers in signing up to
such services. We observed a nonlinear relationship between
the size of the social network and both relevance and cover-
age. The results also show a logarithmic regression [4] model
best fits the trend of the data: a nonlinear relationship exists
between the size of the social network and the level of cover-
age. The larger the digital social network becomes, the more
relationships it contains, strong-tied and weak-tied, there-
fore the likelihood of the real-world social network overlap-
ping with the digital social network increases. Conversely,
when the social network grows in size relevance is reduced:
as the number of weak-tied relationships within the network
gradually increases, the ratio of strong-tied relationships to
weak-tied relationships grows.

4.3.2 Demographics of Coverage
Deeper exploration of the collected data also provides an

analysis of the portion of the real world social network which
is replicated online. We queried this portion of the social
network for the relationships types which it consisted of.
Recall from the description of the experiment that when
compiling their real-world social networks, participants were
given a form in which they selected the type of relationship
which they had with their social network member - choos-
ing from either coworker, friend or family. Figure 3 shows
the breakdown of the distribution of these three relation-
ship types. The majority of real-world relationships which
are replicated online - and are therefore strong-tied - were
with friends (62%). Family and friends both made up much
smaller portions of the covered social network - found to be
24% and 14% respectively.

Further analysis of the data found that for 68% of relation-
ships from the real-world social networks which were with
coworkers were replicated online. For friends 89% of strong-
tied relationships were maintained in a digital social network

Figure 3: Distribution of relationship within the
overlap between real world and digital social net-
works

and 73% of family relationships listed in the real-world so-
cial network were replicated online. Such findings suggest
that the demographic of strong-tied relationships within a
digital environment are largely driven by interactions with
friends rather than coworkers or family members.

Using the collected data from the experiments we also
analysed the age demongraphic within the portion of the
real-world social networks which were covered online. Fig-
ure 4 shows the breakdown of these ranges. GIven the par-
ticipants within the study were largely students who used
Facebook regularly on campus, it is unsurprising that the
largest age group within the covered portion of the network
consisted of the lowest age band tested (< 21). As the age
increases the portion of the real-world social network repli-
cated online decreases.
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Figure 4: Distribution of ages within the overlap
between real world and digital social networks

4.3.3 Behaviour
The behaviour of each participant within their social net-

work was analysed by collecting image and message data.
Figures 5(a) and 5(b) present the results of the analysis. Im-
ages featuring each participant were analysed to see which
other people appear in those images, therefore deriving a
cumulative count for each member of the participant’s so-
cial network. A similar approach was used for analysing
the messages sent and received by each participant to count
how many times each social network member had shared a
message with the participant.

The results from this analysis demonstrate a trend in the
behaviour of the participants to share a low number of mes-
sages and images with a large number of people. This in-
teraction could be contextualised as a Web user sharing a
rare conversation with an acquaintance. The results also
show how each participant shares a high number of images
and messages with very few people. Figures 5(a) and 5(b)
demonstrates how the data forms a power law [14] curve
where the head of each graph contains a high frequency of
people with whom very few images and messages are shared,
whereas the tail contains a low frequency of people with
whom many images and messages are shared. We refer to
this structure as the Social Longtail.

The social longtail represents those people within a per-
son’s online social network with whom the person has a re-
lationship incorporating frequent interactions. Those rela-
tionships are maintained by the need to communicate in
an online environment by sharing images and sending and
receiving messages. When analysing the longtail of each
graph (>15 for images and messages) on average 92% of the
people who feature in the longtail are members of the real-
world social network. This indicates that the social longtail
is representative of a given Web user’s real-world social net-
work and contains strong-tied relationships. The real-world
social network contains the people with whom the partici-
pants interact the most and have the strongest relationships
- bolstered by these frequent interactions - the large extent
to which these people appear within the social longtail in-
dicates that the interactions driving offline relationships are
repeated online. This indicates that the participants use So-
cial Web platforms as an extension of their real-world iden-
tities and maintain a similar persona and social network.

Such findings present a detailed insight into the digital
identity which Web users construct on the Social Web in
relation to their real-world equivalent. The large extent to
which real-world relationships are mirrored in online social
networks is consistent with existing work exploring the sim-
ilarity between online and offline social networks [2, 3, 18,
19] and provides a confirmation of theoretical discussions
made in [6, 8] that social networks created and maintained
on Social Web platforms are merely extensions of their of-
fline equivalents.

5. CONCLUSIONS
The credibility of digital identity information on the So-

cial Web is important to many Web-based applications that
consume such information. The increased reliance on dig-
ital identity information could have detrimental effects if
the identity representation which Web users build on So-
cial Web platforms are not representative of their real-world
identities - particularly within the domain of identity dis-
ambiguation. This paper has presented an extensive user
study comparing digital and real-world identity information
via social network similarity. The results from the study
demonstrate that online social networks, which form an in-
trinsic part of the digital identity of Web users, replicate a
large portion Web users’ offline social networks. In short
we believe that the presented empirical evidence proves our
earlier hypothesis:

Social Web users construct digital identity representations
which mirror their real-world identities.

The work presented within this paper has provided an in-
sight into the digital identity which users construct on the
Social Web. The study and comparison of online and of-
fline social networks suggests that digital identity informa-
tion found on the Social Web is credible and reflects the
real-world identity of Web users. Of course our study only
considers a single Social Web platform. Future work will
address this current limitation by extending the scope of
analysis to cover additional Social Web platforms and there-
fore provide additional results from which credibility can be
gauged.

Our analysis of the behavioural trends of the participants
indicates that the relationships and frequency of interactions
which are present offline are repeated in an online space.
The social longtail of Social Web platform usage contains
the majority of strong-tied real-world relationships which
are equally as pertinent in an online space. This phenom-
ena suggests that an assessment of the credibility of digital
identity information could be facilitated through an analysis
of those relationships with respect to the real-world social
network, thereby ignoring the remainder of the digital social
network of which the majority is weak-tied.

One of the novel contributions within this paper has been
the presentation of two distinct metrics: coverage and rel-
evance, which were used to measure the similarity between
social networks. Although [18] presents work which is closely
related to our user study, we believe that the use of only a
measure of overlap does not provide additional insights into
comparisons between real-world and digital social networks.
Instead our provision of the described metrics, coupled with
our experimental setup, will help future work within the area
of digital identity credibility and allow the assessment of the
credibility of social network information.
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(a) Images

(b) Messages

Figure 5: Analysis of information sharing within digital social networks
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