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Abgract- The paper dexribes the requirements and
implementation of security mechanisms for a Wireless Mobile Health
Caresysem. All the security work in this paper has been analyzed and
developed in the context of the M obiHealth project [1], co-funded by the
European Commission (I ST-2001-36006).

|. INTRODUCTION

This paper describes the requirements and implementation of the
security mechanisms for a Wirdess Mobile Hedth Care system,
MobiHedth, co-funded by the European Commisson (IST-2001-
36006). The fallowing topics of security in the MobiHedth system
are presented:

MobiHedth System Overview: Overview of the project
objectives, the different scenarios , the system architecture
and the system components and communications.

Security Solutions for MobiHedth: Description of the
different possble solutions that have been considered for
providing security to the MobiHedth system.

MobiHedth Security Requirements: Description of the
security requirements for the MobiHedth system, both
generd requirements as well as reguirements related to the
use of dynamic 1P in some of the components of the system.
MohiHedth Security Implementation: Description of the
security options implemented in the MobiHedth system,
from the description of the implementation issues related to
the security in the different communication stack leves, the
issues related to the use of dynamic IP, to the description of
the security of the whole MobiHedth system as well as the
security in the components, in the network and in the data
communication level.

Condusions: Conclusions about implementation of security
in the MobiHed th wird essmobile hedlth care system.

It must be noted that the MobiHedth project Sarted in May 2002
and it is expected to be finished in October 2003, so thetrids to be
started soon may lead to some changesin thefina implementation.

Il. MOBIHEALTH SYSTEM OVERVIEW

Before describing the security i ssues of the MobiHedth system, it
isimportant to know alittle bit more about this project, describing its
objectives, the testing scenarios that have been defined and the
system architecture.

A MobiHeslth Objectives

MobiHedth is a mobile hedthcare project funded by the
European Commission. MobiHedth ams a developing and triding
new mobile value-added services in the area of hedthcare, thus
bringing hedthcare to the patient.

The MobiHedth system dlows patients to be fully mobile whilst
undergoing hedth monitoring. The patient wears a lightweight
monitoring system —the MobiHeath BAN (Body Area Network) —
which is customized to their individua hedth needs. Physicd
measurements such as blood pressure or ECG are measured by the
MobiHedth BAN and transmitted wirdesdy from the BAN to their
doctor, the hospital or their hedth cal centre.

Therefore, a patient who requires monitoring for short or long
periods of time doesn’'t have to stay in hospitad for monitoring but
with ther MobiHedth BAN can be free to pursue daly life
activities

The MobiHedth consortium unites 14 patners from five
European countries and represents dl the rdevant disciplines.
Patners indude hospitdls and medicd service providers,
universties, mobile network operators, mobile gpplication service
providers and mohileinfrastructure and hardware suppliers.

B. MobiHealth Scenarios

For implementing and testing the MobiHedth system, the
following scenarios have been defined by the hospitas and medica
Service providers partners.

Tdemonitoring of patientswith ventricular arrhythmia
Thelighthouse darm and locator trid

Physicd attivity and impediments for activity in women
with Rheumatoid Arthritis

Monitoring of vitd parameters in patients with respiratory
insufficiency

Home care and remote consultation for recently-released
patientsinarurd area

Support of home-based hedthcare services

Outdoors patient’ s rehabilitation

Tdetraumateam

| ntegrated homecare in women with high-risk pregnancies

C. MobhiHealth System Architecture

The MobiHedth system is composed of aset of different sensors
connected to aPDA or mobile phonethat transmits, in a secure way,
al the patient datato a central server in the hospitd. The authorized
doctors can access these medica information from their computers
(indde the hospitd or even outdde) both a red time as wel as
afterwards, and can even interact with the PDA.

The system, that is a BAN (Body Area Network), has been
developed in away that it is eedly configurable, so different medica
tridshave been defined and are being done throughout &l Europe.

Figure 1 describes the main components of the MobiHedth
system and theinteractions between them.
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Fig. 1: MobiHedth system architecture

D. MobiHealth Components
Thefadlowing arethe different components thet are defined in the
MobiHedth system and their functiondity:

Sensor: A device, such as a photodectric cdl, thet receives
and repondsto asignd or gimulus.

Actugtor: A device respongble for actuating a mechanica
device, like one connected to acomputer by asensor link.
Front-End: Hub for all the sensors and actuatorsin the BAN.
It records dl the data from al the sensors and actugtors, and
can send them to the MBU.

Mobile Base Unit (MBU): PDA or Mobile Phone.
GPRSUMTS Operator:  Network operaor
GPRSUMTS accessto Internet.

Back-End System (BEsys): System composed of aWirdess
Service Broker, a Surrogae Host and a BANDaa
Repository. The BESys has been ingtdled in some of the
GPRSYUMTS sarvice providers, as wel as in some of the
Hospitd / Hedth care centers.

Wirdess Service Broker (WSB): Authenticates and
authorizestheMBUs.

Surrogete Host (SH): Man sarver, where wirdess sensor
and actuator objects are “surrogated” indde the wired
Internet, and wheremedical dataisreceved.

BANData Repository (BDR): A processthat acts as adient
to the Surrogate Hodt (i.e. itisaJini service user of theMBU
service provider). In addition, the BDR writes the medica
data (i.e. measurements) to persstent storage.

End-User Application (EUA): Computers in the Hospitd /
Hedth care centre, used to access the information from the
Sensors and Actuators and to send new configuration
parameters to the BAN, through the access to the BESys.
They can be dther a server in the Hospitd / Hedth care
centre, that accesses the data from the Surrogate Host or the
BANData Repository and stores it in the dready existing
paients datebase, or user computers of the authorized
employees, that access the information from the BANDaa
Repository, frominsdethe hospita but dso from outside.

E. MobiHealth Comnunication

Different communication interactions exis between the
components of the MobiHedth system. These communi cations can
be done in two ways from the MBU/Sensors to the End-User
Application, but dso from the End-User Application to the
MBU/Sensors

Sensor - Front-End: Wired communication (or wirdess
through Bluetooth or Zigbeg).
Actuator - Front-End: Wired communication (or wirdess
through Bluetooth or Zigbeg).
Front-End - Mobile Base Unit: Wirdess communication

providing

through Bluetooth or Zigbee.

Mobile Base Unit - GPRSYUMTS Operator: W-
TCPTCPUDP/IP communication through GPRYUMTS
[with HTTPHTTPS application layer protocol, and HTML
datafrom MBU - Surrogate Host communication]*.
GPRYUMTS Opeator - Wirdess Searvice Broker: W-
TCPTCPUDP/IP communication [with HTTPHTTPS
goplication layer protocol, and HTML data from MBU -
Surrogete Host communication]. This communicaion is
done through loca LAN, when the WSB is inddled in the
same location as the GPRSUMTS Operaor, or through
Internet when it isin adifferent location.

Mobile Base Unit - Wirdess Service Broker: HTTPHTTPS
gopliction layer protocol, and HTML data [through
different communication hops].

Wirdess Service Broker - Surrogate Host: Locd (WSB in
the same system as the Surrogete Hogt) or TCP/IP (in a
LAN) communication, with HTTPIHTTPS gpplication layer
protocal, and HTML data.

Surrogate Host - BANDaa Repository: Java Jini and RMI
(Remote Method Invocation) accessto remote sensor objects
in the Surrogate Host. This communication is usualy Loca
(BDR in the same system as the Surrogate Host) or through
TCP/IP LAN communication.

Surrogate Hogt - End-User Application: Java Jni and RMI
(Remote Method Invocation) accessto remote sensor objects
in the Surrogate Hogt. This communication is done through
TCP/IP Internet communication.

BANData Repostory - End-User Application: Remote
access of the dlient to the data in the BANData Repository.
TCP/IP-based communication internd to the hospita. The
access is done through HTTPHTTPS application layer
protocal, and HTML data, and the communication through
TCP/IPin Internet or LAN.

* |n square brackets are displayed communications that pass
through that communi cation path, but are generated in another one.

I1l. SECURITY AND COMMUNICATION SOLUTIONSFOR
MOBIHEALTH

For the devedlopment of the security in MobiHedth, different
exising security and communication technologies have been
congdered. Thisdause givesand overview of dl of them.

A IPSc

IPSec (IP Security) [2] is a protocol that provides security for
transmisson of sengtive information over unprotected networks
such as the Internet. IPSec acts a the network layer, protecting and
authenticating IP packets 1Psec condds of severd separate
protocols. Standard keying data exchange is actudly optiond, since
the security mechanisms and the secret keys can be agreed
beforehand and configured manudly.

B. S3/TLS- Secure Sockets Layer / Transport Layer Security

Secure Sockets Layer (SSL) [4] isaprotocol that provides secure
communicaions on the Internet. Transport Layer Security (TLS) [5]
is the successor to the SSL, based on SSL 3.0 protocol. SSL/TLS
provide deta encryption, message integrity, server authentication,
and optiona dient autherttication for a TCP/IP connection. They run
above TCP/IP and below higher-leve protocals.



C. HTTPS

HTTPS (Hypertext Transfer Protocol over Secure Socket Layer,
or HTTP over SSL) [€] is a Web protocol developed by Netscape
that encrypts and decrypts user page requests and the pages returned
by the Web server. HTTPS is just the use of Secure Socket Layer
(SSL) as a sublayer under its regular HTTP application layer.
(HTTPS uses port 443 instead of HTTP port 80). HTTPS and SSL
support the use of X.509 digitd certificates from the server so, if
necessary, a user can authenticate the sender. HTTPS is not to be
confused with SHTTP, a security-enhanced verson of HTTP
developed and proposed asagtandard by EIT. [3]

D. JN

Jni is a new idea tha Sun Microsystems cdls “gpontaneous
networking.” Using the Jini architecture, users can plug any kind of
devicedirectly into anetwork and every other computer, device, and
user on the network will know that the new device has been added
andisavailable. Each pluggable device definesitsdf immediatdy to
anetwork device registry. When someone wantsto use or accessthe
resource, their computer is ale to download the necessary
programming from it, to communicate with it. No longer device
driver needs to be presat in an operating system, sinceit knows
about dl accessible devicesthrough the network registry. [3]

E. RMI (Remote Method Invocation)

RMI (Remote Method Invocation) is a way that a programmer,
using Java, can write object-oriented programming in which objects
on different computers can interact in adistributed network. RMI is
the Java verson of the remote procedure cdls (RPC), but with the
ability to pass one or more objects dong with the request. The object
can indude informaion tha will change the service that is
performed in the remote computer. Sun Microsystems, inventors of
Java, cdls this “moving behavior.” RMI is supplied as part of Sun
Micrasystem's Java Development Kit (JDK). [3]

IV. MOBIHEALTH SECURITY REQUIREMENTS

For the devdlopment of the security aspects of the MobiHedth
sysem, generd security requirements, as well as requirements
rdaed to the fact that dynamic IP is used in some parts of the
sysem, had to be taken into account. These requirements ae
described inthefollowing subdauses.

A General Security Requirements

Different security requirements have to be taken into account
when developing a mobile hedth care system. Theseinclude access
security in dl the hardware devices in the system (from the PDA to
the hospitd sarver and through dl the computers in the
communicaion way), security in data trangmission (in dl the
transmisson path from the PDA to the hospitd sarver), and data
storage security, mainly inthe hospita server.

The security requirements in the MobiHedth system can be
summarized asfollows:

Data sent from the MBU and to the MBU must be secured
with encryption and user and server authentication in the
communication path to the Surrogate Hog.

Access to data in the Surrogate Hogt from a computer
different from where the Surrogate Host runs must be
secured with encryption and user and server authentication.
No data storage in the “disk”, but some data storage for
buffering, for the Front-End, MBU, GPRSUMTS Operator,
WSB and End-Usr Application (for Hospitd employees

computers).
Secure data storage for the BANDaa Repository and End-
User Application (for Hospitd server with patients DB).

B. DynamicIP Security Requirements

Apart from the requirements for the MobiHedlth security, some
requirements rdated to Dynamic IP of some of the components of
the system have to be conddered and taken into account for
implementation of security inthe MobiHedlth.

Dynamic | P MobiHealth Components

Two components of the MobiHedth syslem may have dynamic
IP.

Mobile Base Unit:

The Address of the MBU is provided dynamicdly by the
GPRYUMTS operator.

End-User Application:

If the EndUser Appliction is the Hospitd server, it
probably has atic I P.

If the End-User Application is an Hospitd employee
accessing from indgde the hospitd it may have a datic IP or
dynamic IP, depending on the Hospita address digtribution
policy.

If the End-User Application is an Hospitd employee
accessing from outside the hospitdl, it is probably connected
through some ISP and it hasadynamic |P address.

Dynammic [P Protocol Issues

The use of dynamic IP in some of the components of the system
has some implications in the security protocols, that have dso to be
taken into account in the spedification of the security for the
MobiHedth system.

Bluetooth

Bluetooth is independent from the dynamic IP address that
the systemi it is connected to is using to connect to Internet.

GPRS

GPRS uses dynamic addresses, so dient address may
change.

In GPRS address is not changed during a connection.
Address can only change during a connection failure.

IPsec

IPsec communication depends on node addresses: Client
address and server address

IPsecis network layer security. It is based on node-to- node,
0it is based on node addresses.

|Psecis basad on node-to-node security, so it can be used for
end-to-end, end-to-node and node-to-node secLrrity.

IPsc SPD (Security Policy Daabass) in a node
(sarver/dient/router) IPsec, filters packets depending on
remote host (dlient/server) address.

IPsec dlows to grant access to data to more than one hogt.
| Psecisindependent from the user connected to that host).

HTTPS
HTTPS communicetion depends on the server address.



HTTPS communication isindependent from dient address.
HTTPS security depends on server (and dient) certificates.

SSL/TLS

SSL communication depends on server/responder address,
and it isindependent from client/initiator address.

SSL security depends on server/responder certificates.

In GPRS, dynamic addressis changed, only when thereisno
connection. Using SSL, the dient may reconnect to the
server evenwith adifferent |P address

SSL can athenticate the server and the dient hogts through
X.509 catificates. SSL authertication is independent from
the hogt addresses

SSL using X.509 certificates alowsto grant accessto datato
morethan one user.

V. MOBIHEALTH SECURITY IMPLEMENTATION

Different technologies have been andyzed to provide dl the
security required by the system, and the best solutions have been
developed, teking into account the different technicd (eg. PDA
computing power) and human resrictions (eg. some users that may
use the system may be old or disabled). It must be noted that the
communicaions can be in the two ways: from the MBU/Sensors to
the End-User Application, but dso intheinverse way.

A, Security of Communicationsin MobiHealth

The different security protocols that have been considered for the
MohiHedth system belong to different communication stack layers,
and for this reason they provide different security festures, thet are
described inthisclause:

Datalink layer: Bluetooth, Zigbes, GPRSUMTS, ...
Network layer: 1Psc, ...

Trangoort layer: SSL/TLS, ...

Application layer: Dataencryption

Data Link Layer Security

Security in the Data Link Layer provides Hop-to-hop protection
(encryption and authenticetion), with no user or gpplication
authentication.  Security provided by Bluetooth, Zigbee or
GPRSUMTS, areexamplesof Data Link Layer protection.

Network Layer Security

Security in the Network Layer provides node-to-node protection
(encryption and authentication), with no user or gpplication
autherttication. The node-to-node protection in the network layer can
be hop-to-hop protection or end-to-end protection. For the Network
Layer protection, IPsec is an example, that can be used between
sysemsusing satic IP.

Trangport Layer Security

Security in the Trangport Layer provides a end-to-end protection.
Security in the Trangport Layer provides goplication-to-gpplication
protection, and it can dso include some user authertication.
SSL/TLSor HTTPS aretwo examples of Transport Layer security.

Application Layer Security

Security in the Application Layer provides agpplication-to-
goplication and gpplication_user-to-gpplication_user protection,
induding user authentication. Application Layer security isprovided
through the encryption or/and signature of the data sent through the

communications sack. SMIME or user-invoked cryptographic
functions (eg. OpenSSL) are example of todls that can be used to
encrypt and sign data for the Application Layer security.

B. DynamicIP Security

From the dynamic |P security requirement described previoudy,
the implementation of the security in the MobiHedth has been
restricted to the consideration of thefollowing points:

IPsec provides communications security, data encryption
and node authentication, based on node addresses.

IPsec is not suitable for providing communications security
from the MBU, since it has dynamic IP, or from the EUA,
since it may dso have dynamic IP. Then, IPsc is not
auitable to provide security to MBU - WSB, MBU -
Surrogate Host, BDR - EUA or SH - EUA security.

IPsec is auitable for providing communication security
between hodts with datic IP. Then, IPsec is suiteble for
providing security to GPRSUMTS Operator - WSB, WSB -
Surrogate Host and GPRYUMTS Operator - Surrogete
Hog, Surrogate Host - BANDaa Repository, ec.

SSL and HTTPS provide deta transport-level security to
communications requiring data encryption and  user
authentication, based on server node address.

SSL and HTTPS are quitable for providing communications
security from the MBU and the EUA. Then, it is suiteble to
provide security to MBU - WSB or MBU - SH, BDR - EUA
or SH - EUA security.

GPRS and Bluetooth are suitable for communicaions
requiring data encryption and termind authentication

C. MobiHealth System Security

Taking into account the different issues rdated to the security and
to the MobiHedth requirements and architecture, the following
security mechanisms have been sdected for the MobiHed th system:

Bluetooth | Zighee security for encrypted and authenticated
data transmission between the Front-End and the MBU.
HTTPS for encrypted and authenticated data transmission
between theMBU and the Wireless Service Broker.

HTTPS for encrypted and authenticated data transmission
between the Wirdess Service Broker and the Surrogate
Hog, if both run on different computers.

RMI security (SSL | IPsec) for the BANData Repository
access to the Surrogate Hogt data, when both arein different
systems.

RMI security (SSL) for the End-User Application access to
the Surrogate Host data, when both arein different systems.
RMI or HTTPS security for the End-User Application
accessto the BANDaa Repository data

No data sorage in the “disk”, except for buffering, for the
Front-End, MBU, GPRSUMTS Operator, WSB and End-
User Application (Hospitd employees computers).

Secure data storage, with confidentidity and user access
authentication, for the BANDaa Repository and End-User
Application (for Hospitd Workgtation with patients DB).

Figure 2 showsimplementation of the security in the MobiHedlth
system, desaibed in the next subdauses. It indudes the
communication and security optionsimplemented in MobiHedth:

Network communication mechanism and security
Datatransfer protocol/mechanism and security
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Figure 2: Security implementation in the MobiHedlth System

D. MobiHealth Components Security
The different components of the MobiHedth system required
different security levels and options.

Sensor: No datamust be stored in the sensor.

Actuator: No data must be stored in the actuator.

Front-End: No datamust be stored in the“ disk”. Data.can be
dored in memory only for buffering and temporary
disconnection recovery purposes.

MBU (Mobile Base Unit): No data must be stored in the
“disk”. Data can be stored in memory only for buffering and
temporary disconnection recovery purposes. MBU mugt act
a an HTTPS dient, supporting user and server
authentication. An X.509 user certificate and private key
must be stored in the MBU.

GPRSYUMTS Operator: No data must be stored in the
GPRYUMTS Operator system.

WSB (Wirdess Sarvice Broker): No data must be stored in
the disk. Data can be stored in memory only for buffering
and temporary disconnection recovery purposes.

Surrogate Host: No datamust be stored in the disk. Data can
be gtored in memory only for buffering and temporary
disconnection recovery purposes. Surrogate Host must act as
an HTTPS sarver, supporting user and server authentication.
BANData Repository: Data is stored in a secure way. The
system uses dda encryption with an “internd” BANDda
Repository key, together with asecure data access.

End-User Application: When corresponding to authorized
employees from the Hospitd / Hedth care centre, no data
can be gtored in the disk; data can be stored in memory only
for buffering and temporary disconnection recovery
purposes. When corresponding to the system with the
Hospitd patients DB, datamust be stored in asecure way.

E. MobiHealth Network and Data Communication Security
Different network protocols and related security options have
been sdected for the MobiHedth system, as well as different data
communication protocol-formet and related security. Following is
the detailed description of the network protocols/ network protocols
security implemented in MobiHedth, followed by the data
communication protocol-format / data communication protocol-

format security for each communication path inthe system:

Sensor - Front-End: wired / No security; Proprigtary data
communication protocol / No data communication security.
Actugtor - Front-End: wired / No security; Proprietary data
communication protocol / No data communication security.
Front-End - MBU: Bluetocth | Zighee / Bluetooth | Zigbee
security; Proprigtary data format / No data communication
Security.

MBU - GPRSUMTS Operator: W-TCPTCPUDF/IP /
GPRYUMTS security; No direct datacommunication/ --.
GPRYUMTS Opeator - Wirdess Service Broker: W-
TCPTCPJUDP/IP / No network level security; No direct
datacommunication/ --,

MBU - Wirdess Savice Broker: No direct network
communication / --; HTTPS / HTTPS encryption and user
and server autherntication.

Wirdess Sarvice Broker - Surrogete Host: Locd | TCP/IP
(LAN) / No network leve security; HTTP | HTTPS / No
data security, but user authentication in HTTP | HTTPS
encryption and user and server authertication.

Surrogate Host - BANDdaa Repository: Locd | TCP/IP
(LAN) / No network level security | SSL | IPsec security;
RMI / No data security.

Surrogate Host - End-User Application: TCP/IP / SSL
security; RMI / No data security.

BANData Repostory - End-User Application: TCP/IP/ No
network leve security; HTTPS / HTTPS encryption and
user and server authentication.

V1. CONCLUSIONS

All the work presented in this paper can be summarized saying
tha usng exising technologies has been fully fessble the
devdlopment of a mobile hedth care system and the integration of
security init, both in the communications aswell asin the data

Additiondly, the security options included in the MobiHedlth
system have the following features and advantages:

Use of gandard user-oriented security mechanisms.

No useof |Psec host-oriented security.

All communications and deta from the MBU to the
Surrogae Hogt are secured through authentication and
encryption, independently from the underlying network.
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